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vt s, 0 CONFIDENTIAL

THROUGH: Joint Training Committec
SUBJECT: 030 Training Requirements
References Hemorandum from Director of Training to ADSO and

1. In order to acqusint TRD and the Joint Training Commitiee
with the training requirements of 0S0 regarding adequate protection
of the security of its operations and personnel, a sumvary of such
requirements is pet forth below, 0SO has the highest appreciation
of the efforts and methods through whieh TRD 4n the past has
endeavored to do Justice to the security considerstions of 0SO
operations, Nevertheless, it is considered sppropriete to restate
and econfirm sueh continuing requirements in order to emsure that they
continue to be met, whatever the form of training organization, the
types of training facilities, and the experience and cualifications
of the Instructing staffs may be at any given time,

2. Genersl Principles

Specific requirements as listed below are based upon the
following general principles:

&, Covert Training is an iziteg,ra}. element of clandestine
operations. It has developed and growm with the mission and

responglibilities of the operational offices, as assigned to

CIA by NSC Directives. Since the mission of 030 eonsists of 25X1
lection, treining and dispatching clandestine operatives,

gpvert training is an integral part of thls process,

b, In order to properly fulfill its operaticnal responsi-
Tities covert training hez to reseh two objectives:

(1) provide the most effective, reslistic end dynsmie
treining to the personnel who ere to conduct olandestine
operations;

(2) provide throughout the training process the highest

degree of protection to the security of clandestine operations
and olandestine operations personnel;
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Cs 'In order t¢ be effective the instruction must be cone
ducted by individuals who have had operational experience with

080 or OPC, ' CONHDEN“AL

d. Close coordination by the operational case officers and
training officers is a vital necessity in the preparation,
development, and contimious revision of operationally realistic
training prograns.

e, The need for protection of 0S50 personnel applieé to both
Staff and Agent persomnsl.

3 Requirements

Securlty requirements of 030 to be considered in the training
process exist in the followlng four fields which, though closely related
to each other, are deslt with separately below: :

8. Security of Peruonnels

(1} Protection of Trainees. The training period consti~
tutes an extremely wvulnerable phase of clandestins activities.
The safety of our field operatives depends partly on the care
and security with which their training and proceassing are
handled, Training adninistiration of 080 students ghould,
therefore, be conducted in accordance with security require-
ments of this office. This applies spoclfically tos

(a) protection of the trainse's identity, where
operationally necessary, and the pecure handling of
paeudonyus and other protective devices;

(b) concealment, where feasible s of the trainee's
affiliation with 080 and CIA;

(¢} secure handling of information concerning the
trainea's projected Job assignment s his destination, his
previous intellipence oxperience, his special qualifica-
tion (e.g. Russian languags, pélygraph expert, 0.R,
specialist). While 0S0 will provide the Training Staff
with &8 much background information on trainees &8 Ye-
quired for training and evaluation purposes, it is
essentlial that this information be well protected and
uged only on a "noced-to-know" basig,

(2) Protection of Instructors. Similar requirenents
sxist with respect to the security protection of instructing
personnel. Since TR is and will contimue to be using
operationally experienced officers of 0S0 for regular tours
of duty on the instructing staff, the future operational
usefulness of these officers is a matter of great
concern to this office. The exposure of such personnel
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to large mumbers of students presents a potential security
risk which 18 even greater in ceses of instructors em~
ployed in the training of forelgn nationals.

aoneNTIAL
b, Security of Training Installatlons: CGNF\D ‘:—N_“Ai'

The proper protection of training installations esployed

. “for, training and holding of either Staff or Agent personnel
48 m problem of which TRD is already keenly aware. The ox-
panding training activities require careful plamning and
implementation of adequate cover arrangements and sscurity
devices for new installations, in order to provide the needed
protection of the activities conducted, as well as of the
individuals trained at those installations.

¢+ Security of Training Materials:

(1) As our training operations in the U.S. and overseas
incroase in volume, scops and specialization of instruction,
the control of training materials becomes increasingly more
important, Additional safeguards have to be applied in re-
lessing, sterilizing, disseninating, and using various kinds
of materials to be employed for training in the U.8. and
overseas. In this connection, TRD is commended for the
secure approach which it does apply in the sereening of
training materials requested for overseas use.

(2) Training materials which 0S50 considers to be par-
ticularly sensitive, include:

{a) Case histories or dossiers concerning actual
operations conducted by 080 or in which 080
mainteine an interest}

{b) Surmaries of de~briefings of 050 operations
personnel.

{e) 0S0 Publications (Regulations, Kotlces and
Charts};

(d) Studies on foreign intelligence and securlity
gervices and on the covert aspects of Soviet,
Satellite, and Communist activities and methods;

(e) 050 intelligence infommatlon reports, used for
training purposes;

() Staff studies and students! handbocks on
techniques of clandestine operations employed
by 080;

{g) Training schedules and cutlines.

d, Security of OS50 Operationsi

(1) ¥hile training has to be realistlie in order to properly
prepars students foxr their various job responsibilities, the
socurity of our operations has to be a determining factor in
the conduct of training. The knowledge of 080 operations which
roquires particular protection includes information ong
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(&) Organipation of 080, its functions, T/0, actual
- 8trength, network of support statlons, and key
peraonnel, staff and agents;
,‘ ib} Collection requirements and priorities;
" (@) Operational data of any kind;
end the medis employed;
{e) Operational plans and projectay
{£) Special operationsl techniques, methods and
procedures;
(8) Training requirements as related to specific
areas and field stations; ,
{h) Special Training Projects.

" HBEN‘H AL {a) Currently conducted operations, thelr targets,

To these iteus needs to be added infomation on
general training rcquirements s training courses,
training patterns s and special training techniques
and devices, in as much as such information would
be an indication of operational pians, Projects,
activities and nethods of 080,

{2) Contimuous watchfulness and security discipline are
required in order to prevent the unauthorized scquisition of
knowladge of 080 operations by students » OT the unsuthorized
use of such knowledge acqulred during the training process,
080 apprecilates and urges continuation of the eurrent practice
by which the securlty classification of the content and materw
ial covered in various training phases is gradually increasad,
as the students progress through training, in order to exclude

- the possibility that they may be exposed to sensitive informa~
tion before their definite place and future with the organisa-
tion is detemined,

b Conclusiona,
8, OS50 is confident that TRD will continue to meet itg

' security requirements with appropriate measures. How procedures in

addition to those now in practice may have to be designed. This
office offers its entire cooperation in the matter; the 080 Traine-
ing Officer will be availsble for suggestions and discussions.

be Thia office is of the opinion that THD can make &
major contribution towards the security of our operations by devis~

maintained durihg the entire training process, and by providing
effective and realistic gecurity training to all 050 porsonnel.

We G, WYMAY
Assistant Director

cee: Director of Training 0y tiong
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